[bookmark: _Hlk201740294]Master Data Transfer and Use Agreement (“Agreement”)
ATTACHMENT 1
DATA REQUEST FORM
Limited Data Sets (HIPAA)


Parties
Provider:	Meriter Hospital, Inc.
		202 South Park Street				Madison, WI 53715

Email:	UPH_PrivacyOfficer@unitypoint.org 



Recipient:  	Board of Regents of the University of Wisconsin, UW Madison
21 N. Park St., Suite 6301
Madison, WI 53715-1218
Email:		jack.talaska@wisc.edu




Project Specific Information

1. Recipient Scientist
[bookmark: Text12]Name:	     
[bookmark: Text13]Address:	     
[bookmark: Text14]		     
[bookmark: Text15]		     
[bookmark: Text11]Phone:	     
[bookmark: Text16]Email: 	     

2. Limited Data Set Creation (Check One)
[bookmark: Check1]|_|  The Limited Data Set will be generated by the Provider
|_|  The Limited Data Set will be generated by the Recipient’s Office of the Honest Broker, and subject to the terms of the Business Associate Agreement between the parties dated May 12, 2025.

3. Collaborator Personnel. NOTE: “Collaborators” include individuals affiliated with non-Recipient institutions (e.g., another academic medical center).  (Check One)
|_|  No collaborators
|_|  The following entities and/or individuals are collaborators under this project:
[bookmark: Text17]Provide the name and contact information of any entity or individual to whom the Limited Data Set will be provided.



4. Term for Data Use

Start Date: Date of last signature below
[bookmark: Text1]End Date: XX (XX) Years after the Start Date 	

5. Description of Limited Data Set
[bookmark: LDS_Description]USE THIS BOX TO DESCRIBE THE DATA ACCORDING TO THE GUIDANCE BELOW. 
Instructions to the drafter:
This section of this attachment should provide sufficient information such that each party understands the information that will be transmitted under this Agreement. Examples of information that should be provided include:
*	Whether the Data is obtained from human subjects and, if so, a description of the population included in the Data.
*	The number of subjects and/or experiments included
*	Name of the study that the Data was obtained under
If there is a particular study that needs to be acknowledged/cited as the source of the Data, this information should be included here.

6. Description of Project 

[bookmark: Text2]USE THIS BOX TO DESCRIBE THE PROJECT ACCORDING TO THE GUIDANCE BELOW. 
Instructions to the drafter:
This section of this attachment should provide sufficient information such that each party understands the project that the Recipient will perform using the Data. Content of this section will be very similar to the Statement of Work used in other types of Agreements. Examples of information that should be provided include:
*	Objective or purpose of the Recipient’s work
*	A general description of the actions to be performed by the Recipient using the Data and possibly the anticipated results
*	Include whether or not you are requesting to link the Data requested with other data sets.  (If yes, be sure to include any special disposition requirements related to the linked Data sets in Section 7 of this attachment.)
7. Provider Support and Data Transmission
Provider Data Transmission Contact Person:
[bookmark: Text3]	Name:		     
[bookmark: Text4]	Phone:		     
[bookmark: Text5]	Email:		     
Recipient Data Transmission Contact Person:
[bookmark: Text6]	Name:		     
[bookmark: Text7]	Phone:		     
[bookmark: Text8]	Email:		     

Provider shall transmit the Data to Recipient electronically in accordance with applicable security standards established by the Provider as follows: 
[bookmark: Text9]DESCRIBE HOW THE PROVDER SHOULD DELIVER THE DATA.  IF UW IS PREPARING THE LDS, SIMPLY STATE THAT CRDS WILL PROVIDE THE LDS DIRECTLY.
Upon execution of this Agreement, Provider shall send any specific instructions necessary to complete the transfer of the Data to the contact person listed above, if not already included below in this section of the Data Request Form.
[bookmark: Text10]IF YOU HAVE WORKED OUT TRANSFER INSTRUCTIONS ALREADY, PROVIDE THEM HERE.
Instructions to the drafter; delete after completion of this section:
This section of this attachment should also provide sufficient information such that each party understands the level of support the Provider will supply to the Recipient. Examples of information that may be appropriate to include in this section are:
*	Format of Data
*	Provision of Data dictionary
*	Availability of Provider to assist Recipient in understanding the Data structure (e.g. variables, code lists, etc.)
*	If/how Data will be revised and resent if errors are found by the Recipient
*	Specific instructions necessary to complete the transfer of the Data, if available/appropriate, and any support supplied by the Provider for the transfer.

8. Disposition Requirements upon the termination or expiration of the Agreement
Upon termination of this Agreement, Recipient shall destroy or return Data. The provisions in sections 2, 3, 4 and 8 (Terms and Conditions), survive termination of the Agreement with respect to any copy of Data retained in accordance with Section 6.

Recipient Scientist:	______________________
Signature:		______________________
Date:			______________________
 


ATTACHMENT 2
Data-specific Terms and Conditions
HIPAA Limited Data Set
1. The Data provided under this Agreement are a Limited Data Set (LDS) as that term is defined by the HIPAA Privacy Rule at 45 CFR 164.514(e).
2. Nothing herein shall authorize the Recipient to use or further disclose the Limited Data Set provided by Provider or generated by the Recipient’s Office of the Honest Broker (“Honest Broker”) in a manner that would violate the requirements of Provider under 45 CFR 164.514.
3. Recipient shall not use or further disclose the Limited Data Set other than as permitted by this Agreement, a duly executed Data Request Form, or as otherwise required by law.
4. Recipient shall ensure that the security standards specified by Provider are met, which standards may be updated from time to time.
5. Recipient shall report to Provider (i) any Security Incident and (ii) any unauthorized use or disclosure of PHI by Recipient, its agents or subcontractors within Five (5) business days of discovery by Recipient, together with any remedial action taken or proposed to be taken with respect to such improper use or disclosure. The report shall include Recipient’s risk assessment, which conforms to the requirements of 45 C.F.R. 164.402, as to the probability that the impermissible use or disclosure did or did not compromise PHI that conforms to the requirements of HIPAA. Recipient shall cooperate with Provider in mitigating any harmful effects of such improper use or disclosure.  For purposes of this Agreement, “Security Incident” means the attempted or successful unauthorized access use or disclosure, modification or destruction of information or interference with the system operations in an information system.  Recipient shall provide in such notice the remedial or other actions undertaken to correct the unauthorized Use or Disclosure.

6. Provider is a HIPAA Covered Entity, and the Data will either be (i) converted to a Limited Data Set pursuant to the Business Associate Agreement entered into by the Honest Broker with Provider, or (ii) provided by Provider as a Limited Data Set. In accordance with Section 164.514(e)(2) of the HIPAA Privacy Rule, the Limited Data Set shall exclude the following direct identifiers of the individual or of relatives, employers, or household members of the individual:
(i) Names;
(ii) 	Postal address information, other than town or city, State, and zip code;
(iii) Telephone numbers;
(iv) Fax numbers;
(v) 	Electronic mail addresses;
(vi) Social security numbers;
(vii) Medical record numbers;
(viii) Health plan beneficiary numbers;
(ix) Account numbers;
(x) 	Certificate/license numbers;
(xi) Vehicle identifiers and serial numbers, including license plate numbers;
(xii) Device identifiers and serial numbers;
(xiii) Web Universal Resource Locators (URLs);
(xiv) Internet Protocol (IP) address numbers;
(xv) Biometric identifiers, including finger and voice prints; and
(xvi) Full face photographic images and any comparable images.
If the Data being provided is coded, the Provider will not release, and the Recipient will not request, the key to the code. Likewise, if the Honest Broker is responsible for creating the Limited Data Set, the Honest Broker is responsible for maintaining the separation between the coded Data and the key. Authorized Personnel outside of the Honest Broker shall not have access to the key or code, and Honest Broker shall not provide any key or code to such Authorized Personnel. 
7. Recipient will not use the Limited Data Set, either alone or in concert with any other information, to make any effort to identify or contact individuals who are or may be the sources of the Limited Data Set without specific written approval from Provider and appropriate Institutional Review Board approval, if required pursuant to 45 CFR 46. Should Recipient inadvertently receive identifiable information or otherwise identify a subject, Recipient shall promptly notify Provider and follow Provider’s reasonable written instructions, which may include return or destruction of the identifiable information.
8. By signing this Agreement, and any Data Request Form hereunder, Recipient provides assurance that relevant institutional policies and applicable federal, state, or local laws and regulations (if any) have been followed, including the completion of any IRB or ethics review or approval that may be required.
9. The parties agree to take such action as is necessary to amend this Agreement, from time to time, in order for the Provider to remain in compliance with the requirements of HIPAA.


